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function prototype: (plugins/ssl/ssl-openssl.c)
/%
% ssl_openssl _connect_cb
X
% given a socket, put an openssl connection around it.
*/
static void ssl openssl connect_cb(
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gint source,

GaimInputCondition cond);
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typedef struct {
SSL *ssl;
SSL. CTX *ssl ctx;
} GaimSslOpensslData;
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GaimSslConnection *gsc = (GaimSslConnection *)data;

GaimSslOpensslData *openssl data;
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if (source<0)
return;
gsc->fd = source;
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openssl data-»ssl ctx =SSL CTX new(SSLv23 client_method());
if (openssl data->ssl ctx==NULL) {
gaim_debug error(”openssl”, "SSL. CTX new failed\n");
if (gscYerror cb !=NULL) {
gsc-yerror_cb(
gS¢,
GAIM_SSL_HANDSHAKE_FAILED,
gscrconnect_cb_data);
}
gaim_ssl close(gsc);

return;
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openssl data-»ssl =SSL_new(openssl data->ssl ctx);
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if (SSL_set_fd(openssl data->ssl, source) ==0) {
gaim_debug error(”openssl”, "SSL_set_fd failed\n”);
if (gscYerror cb !=NULL) {
gsc-yerror_cb(
gS¢,
GAIM_SSL_HANDSHAKE_FAILED,
gscrconnect_cb_data);
}
gaim_ssl close(gsc);
return;
}
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if (SSL_connect(openssl data->ssl) <=0) {
gaim_debug error(”openssl”, "SSL_connect failed\n”);
if (gsc-Yerror cb !=NULL) {
gsc-yerror_cb(
gsc¢,
GAIM_SSL._HANDSHAKE_FAILED,
gsc->connect_cb data);
}
gaim_ssl close(gsc);
return;
}
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